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Audion DPI Manager — pykoBoACTBO
nosb3oBaTens
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e Y70 NnporpamMmMa MeHsieT Ha MallVHe
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L4 ﬂI/ILI,eHBI/I‘r'l n TOBaprII\;I 3HaK

e FEcnm yuto-TO He Tak

Audion DPI Manager — 04HO OKHO A/ NpOorpamMmM, KOTopble 06xoaaT 610KnpoBkM Tpadurka. [naBHas

n3 Hux — Zapret (naket Flowseal/zapret-discord-youtube). Pagom — zapret2 (bol-van) n ByeDPI

(romanvht/ByeDPIManager).

OkHo paboTaeT ¢ Temu xe parinamu, cny>kbamm n 3anncammn peectpa, 4to u bat-dannbl Flowseal.

MeHto  service.bat ¥ 3TO OKHO MOXHO MCMO/Ab30BaTb BrnepemMeLlKy: OHM BCerga corjiiaCHbl A4pyr C

APYrom.
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https://github.com/Flowseal/zapret-discord-youtube
https://github.com/bol-van/zapret2
https://github.com/romanvht/ByeDPIManager

3anyck

3anyckanTe Start.exe. Windows cnpocut paspewenuve (UAC): 6e3 npaB agMUHUCTPATOPa Heb3s HU
3arpy3utb gpansep WinDivert, H1 noctaBuTb cny>by, H1 n3meHnTs DNS 1 dann hosts. OTkazannce —
HWYEro He 3anycTua0Chb U HAYEro He N3MEHMIOCh. 3anNpocC NOABASETCA NPW NOOOM 3anycke: 1 Yyepes
Start.exe, n ecam otkpbITh | App\AudionDpiManager.exe Hanpsamyto. Ecam nporpamma Bcé xe
oKka3asnacb 6e3 npas (OKHO 3anyLLeHO BHe 06bIYHOro NyTK K 3anpoc Bbl1 HEBO3MOXEH), 06 3TOM

CKaXKeT CTpOKa COCTosfHUA, N 06xog, cnyxba n DNS paboTtatb He 6yayT.

A3bIk 6epéTca n3 cncteMbl Npy NepBoM 3anycke (pyccknin B pycckon Windows, B ocTanbHbIX
aHraurickuin); nocne Haxatns RU | EN Bbibop 3anomuHaetcs. KHonku RU | EN cnipaBa BBepxy

nepektoYatoT A3bIK, KHOMKM C IYHOW 1 conHuem — Temy, a | A | A+ — pasmep wpudrTa.

Kak ycTtpoeHo OokHO

BepxHsaa cTpoka — ofHa CTpoKa 13 TPEX TEMHbIX KYCKOB: C/leBa Ha3BaHWe NporpamMmbl U Bepcnsa —
370 KHOMKa ABOUT (Haxkanu eLwé pa3 — BEPHYAUCh K MPUNOXKEHUIO), NOCepeanHe nepekaroyaTenu
DPI-nHCcTpymMeHTOB, cnpasa A3blK, TemMa, LWpUdT 1 3HayoK Tpes. BeicoTa okHa — camoe foporoe, yuTo

€CTb Yy CTPaHWL, NO3TOMY paHbLLe ABe CTPOKM (3arosIoBOK M Nosioca nepekatoyaTeneit) Tenepb ofHa.

Tpeii. Moka nporpamma paboTaeT, eé 3Ha4yok ctouT B Tpee Windows. 3Hauok Co CTPesKon BHU3 B
NpPaBOM KOHLLe BEPXHEWN CTPOKM NPSYET OKHO B Tpew: nporpamma n obxog pabotaroT ganbe. OKHO
BO3BpALLaeTCs LWeAYKoM No 3Hauky B Tpee. MeHto 3Hauka (MpaBas KHOMKA; Y KaXkA0n CTPOKM CBOA
MKOHKa, BbIOPaHHbIV MHCTPYMEHT OTMEYeH MaHAapuHOBOM Toukon): Moka3saTb OKHO, 3anycTuTb U
OcCTaHOBUTb — A9 MHCTPYMEHTa, BbibpaHHOro BBepxy, nepekatoyatenv ZAPRET, ZAPRET 2, BYEDPI
1 Bbixopa,. KpecTvk okHa no-npexHemy 3akpbiBaeT nporpamMmmy. Bropow 3anyck nporpaMmmbl 13 Ton xe

nanku He OTKPbIBaeT BTOPYHO KOMMIO, a MOKa3blBaeT OKHO y>e paboTatoLLen.

Tpw 6onbwNX Nepekntovatens nocepeanHe — ZAPRET, ZAPRET 2, BYEDPI. 31o He HacTpowku, a
nosHoe nepekatoveHne DPI-MHCTpyMeHTa Nog OKHOM: y KaXAoro cBou danibl, CBOE NOAKNHOYEHME U
cBO€ 3HayeHne kHonok UPDATE n START BHM3y. LiBeT IMHWM NOg 3aronoBKOM NOKa3blBaeT, Kakou
BblbpaH (Zapret — ronybow, zapret2 — aHTapHbIn, ByeDPl — 3enéHbin). IHankaums — Ha cammx
KHOMKax: Noj Ha3BaHWeM ToYKa ¥ Bepcua («4TO YyCTaHOBNEHO»: 3e/1éHasf — BepCuaA NOCAeAHAS,
fHTapHas — He yCTaHoBAeHO uan Ha GitHub Bbiwna HoBas, «1.10.3 — 1.10.4», cepas — GitHub He
OTBETW), @ 3€NEHbIA TPEYTONbHUK PAAOM C Ha3BaHWEM 3HauunT «paboTaeT cenyac». PaboTtatb MoryT
BCE TpW cpasy, HO ABa obxona nepexsata (Zapret n zapret2) meLwatoT Apyr Apyry — nporpamma He

AaCT 3anyCcTuTb BTOPOW.

2/15



HwxHAA naHenb — nocToaHHble KHoMkKW. Caesa nHcTpymeHTbl: CONFIGS, TUNE, DNS, LISTS, XXYPHAJT,
DIAGNOSTICS. Haxxann — MHCTPYMEHT OTKPbI/ICA Ha MecTe CTPaHULLbl MPUAOXKEHUS; HaXKann ewwé pas
(nnn Esc) — BepHyanck k npunoxeHunto. CONFIGS, TUNE n DIAGNOSTICS pabortatoT Toabko ¢ Zapret:
koraa BBepxy BbibpaH ZAPRET 2 nunn BYEDPI, oHM cepble 1 nognuncaHbl «Tonbko Zapret». OcTasbHble
cnyxat BceM Tpém: DNS obwmin ana Windows, )KXYPHAJT oTkpbiBaeTcs Ha CTPOKax MHCTPYMEHTa,
BblOpaHHOro BBepxy, a LISTS otmeuaet ero ctpoky nog Habopamu. Cnpasa UPDATE | START
AEVCTBYIOT Ha NpUOXeHWe, BbiIbpaHHOe BBepxy. KHoMKa, KOTopown Heuvero genatb, cepas: UPDATE
cepas, koraa o6HoBAsATb Heyero, START cepas, Korga npuaoxeHue He yctaHosaeHo. Koraa

npunoxeHune pabotaet, START npespatyaetca B STOP.

CTpoka cOCTOSIHUA Haj KHOMKaMy — nocnegHee coobuieHne nporpammbl (14 cekyHa) v, Noka MaET

AoAras onepauus, eé Ha3BaHue, noaoca xoga u kHonka CTOr. Psgom JOURNAL (Ctrl+J) n F1 DOCS.

JKypHan 3anucbiBaeT BCE, UTO AeslaeT NporpamMmMa, v BbIBOA Winws.exe. 3a KaXAbl AeHb CBOW dain B

._runtime\logs .

MNMepBbIK 3anyck

1. Boibepute BBepxy ZAPRET. Ecin nakeTta HeT, cepas HajMUCb «He YCTaHOB/IEH» — HaXXMUTe

UPDATE: nporpamma ckavaet nocneanui penns Flowseal n noctasut ero B nanky  zapret-—

discord-youtube psgom c cobon.

2. B kapTouke CTPATEIMA Bbibepute cTpatermto. He 3HaeTe kakyto — general (FAKE TLS AUTO)

06bIYHO XOpoLlee Ha4ano.
3. Haxkxmute START. O6x04 3anyLueH: ctpoka «O6xoa» cTana 3eN1EHOMN.

4. He pabotaet? Otkporite TUNE, pexxum FTOTOBbBIE, Haxxmute HAYATbD: nporpaMmma npoBeput Bce

CTpaTternn n nokKa>keT, Kakne OTKPbIBakOT 6o/blle calToB.

5. PaboTaloLLyto CTPaTErMio MOXHO MOCTaBUTL cyk60ii Windows kHonkoit CNTYXKBOW — Torza

O6XOA CTapTyeT BMeCTe C CUCTEMON.

MNMonesHo ewwé: BkatoumTe H6e3onacHbii DNS B pa3gene DNS — 6e3 Hero npoBaiaep nogMeHseT

aZpeca 3ab0KMPOBaHHbIX CANTOB, U HMKaKOW 06X0z He MOMOXeT.

ZAPRET

COCTOAHMUE. Manka Zapret (MOXHO yKa3aTb APYryro), Bepcus Ha aucke n Ha GitHub, uto 3anyweHo n
ectb m cnyxx6a. OCTAHOBUTD racut winws.exe (1 cnyxo6y, ecam oHa pabotaet); CHATb C/IYXKBY
ybupaet cnyxby n gpavisep WinDivert coBcem. [1os KHONMKOW YyCTaHOBKW CTOUT PAJ KHOMOK, KOTOpble
BCE 310 cHMMatoT: Te )xe OCTAHOBUTDb n CHATb C/TY)KBY, OCTAHOBUTb CNTYXKBY (cnyxba
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ocTaéTtcs ycTaHoBeHHoit), OCTAHOBUTb A PAUBEP, YAANUTb APAUBEP 1 YOANIUTb ZAPRET.
ApaviBep WinDivert 06wt ana Zapret n zapret2: 06xogbl, KOTOpble ero gepxar (winws.exe,
winws2.exe, cny>ba), ocTaHaBANBAKOTCSA NEPBLIMK, @ NP CEAYHOLLEM 3anycKe ApanBep 3arpy>kaeTcs
cHoBa (WinDivert peructpmpyetcs Ha BpeMs paboTbl, MO3TOMY OCTaHOBJ/IEHHbIV ApaliBep 06bIYHO
ncuesaet cam). YAAJINTb ZAPRET octaHaBavBaeT 06xo4 1 ciyxby, CHUMAET ciyby 1 gpansep u
ctmpaet nanky  Tools\zapret-discord-youtube BmecTe c Bawmmu cnmuckamm | *-user.txt —

nocne BOrpocCa; narka BHe NporpamMMmbl He CTUPAETCA (CHMMatOTCA TONBKO cny>|<6a 7 p,pa|7|Bep).

O6HoBneHve (UPDATE) ycTpoeHo kak B ctapoM Audion Zapret Updater: «nanka ectb — OH6HOBUTb, HET
— NocTaBUTb». ApXMB CKaumBaeTcs, noka Zapret ewé paboraert (6e3 gpansepa GitHub moxet He
OTKPbITbCA); MOTOM CHMMatOTCA cyxba, winws.exe 1 gpansep; Bawm cnuckn | Lists\*-user.txt |,
HacTpoWka UrpoBoro GuabTPa, pexxnum IPSet 1 dpaaxkok NpoBepky O6GHOBAEHNN NePEHOCATCS B HOBYHO
BEPCUIO; CTapOe CTMpPaeTcs, HOBOE JIOXUTCA Ha MecTo. Ecamn apaliBep He BbIrpy>aeTcs — 3ameHa
roToBUTCA Ha cneayrolyto 3arpysky Windows. iMeHa B apxvBe NpoBepsAoTca 40 pacnakoBKu: NMyTb

Hapy>y («..», ANCK, CETEBOWN MyTb), UMA ycTporcTBa nan notok NTFS oTBepratoT BeCb apxuB.

CTPATEIUA. KHonkun-nepekaroyateny no uncay davnos  generalx.bat . Mog Humu: BANYCTUTD
(Winws.exe co BceMu cnvmckamu, 6e3 okHa koHcoaw), CZTY)KBOU (aBTo3anyck), B MOJIE
KOH®UTYPALLUU (napametpbl yxoaaT B pasgen CONFIGS), KOMAHAA (nonHas KOMaHZAHas CTpoka,

MOXHO CKOMMPOBAaTb).

®UNbTPbI. To e, 4To NyHKTbI | service.bat : Game Filter (BbIKJI, TCP + UDP, TCP, UDP 1 nopTbl —
B Bepcusx ¢ 1.10), IPSet (HET, CMNCOK, BCE), npoBepka o6HoBAeHMI B bat-paiinax. ViameHeHus
BCTYMaroT B CUAYy NoOCae nepesanycka obxoga — pagom noasnsetca kHonka MEPE3SANYCTUTDb
OBXO0J.

CONFIGS

MOJIE KOHPUTYPALLUWN. MNapameTpbl winws.exe TeKCTOM, NPOodub (BCE 4O  ——new ) Ha CBOEM
cTpoke. NepemeHHble | %BIN% |, %LISTS% , %GameFilterTCP% , %GameFilterUDP% noACTaBAAOTCA
npw 3anycke: KOHOUrypaums paboTtaet n3 Ar060M Nanku 1 cneayet 3a UrposbiM GuabTpoM. KHomnku:
3AMYCTUTb, CNY)KEOWU, COXPAHUTDb B K3LU, MPOBEPUTD (nokaxeT KOMaHZHYH CTPOKY W
HegocTatowme Gannbl, HUYero He 3anyckasn), HOBASAl. Huxxe — KHOMKM roTOBbIX CTpaTErnii: HaXkanm —
napametpsbl serav B none. Yun DNS nepeg 3anyckom no3BosifgeT NpmBA3aTh K KOHOUIypaLmm pexxmm

DNS; oH npumMeHseTca nepej 3anyckom.

K3LW KOH®UTYPALUWMW. [1o 200 3anucen. Ctoga nonasaeT BCE, UTO Bbl 3aMycKaiu, COXPaHAAN UU
nposepsan B TUNE. Korga Mecto KOHYMAOCh, yXOAMT 3anncb, KOTOPOM HE MOb30BaANCh AObLUE BCEX.

3Bé3p0uKa 3aKpenssAeT 3anncb — 3aKpeniéHHaa He yXxoauTt Hukoraa. Ecan 3akpennensl sce 200,
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HOBasA He NOMECTUTCA: NPorpaMMa CKaxkeT 06 3TOM, 1 HYXXHO OTKPenuTb AN yaanunte ogHy. Kpectuk
yAanseT 3anuck (3akpennéHHyto — nocie sonpoca). OUMCTUTb HESAKPEMJIEHHDIE y6upaer Bcé,
KpoMe 3aKkpernnéHHbix. Monck et no HasBaHuo, cTpaTternn, napameTtpam. LLleayok no crpoke knagét

€€ B noJsie, P> 3anyckaet cpasy.
Kaw xpaHutca B | config\history\configs. json .

Pa3mep. [Mone koHUrypauum pactarmBaeTcs No BbICOTE OKHA: TO, YTO BOKPYr Hero (Ha3saHue, DNS,
KHOMKW, CTpaTerum), 3aHMMaeT CBOE MecCTO, a BCE ocTaBlueeca oTaaérca nonto. OKHO OTKpbIBaeTca
pasmepom 1280 x 860, npn KOTOPOM BCe KHOMKM pasjgena Ha BUAY, @ HA MEHbLLEM dKpaHe
yMeHbLUuaeTca nog pabouyto o61actb. OKHO MOXHO TAHYTb; €C/IM OHO COBCEM HUW3KOE, pasgen

NpOKpyuMBaeTcs, a He 0bpe3aeT KHOMKM.

TUNE

MNMoabop napameTpoB: Nporpamma cama NnpobyeT BapraHTbl M MOKa3bIBAET, KAKOW OTKPbIBaeT HosibLue
cantoB 13 utils\targets.txt (Discord, YouTube, Google n gpyrue). lNepes nogbopom oHa
CYMTaeT, CKOJIbKO CanTOB OTKpbIBaeTcA BoobLye 6e3 ob6xoaa, — UTobObI pe3ynbTaT umTanca Kak «m3

3a610KMPOBaHHbIX OTKPbIIOCh CTONbKO-TO.
Pe>xxnmbl (UTO MeHATD):

e TFOTOBbIE — Bce cTpaTernun naketa no oyepean. Camblil NPOCTON cNocob HanTn pabouyto.

e MOBTOPbI — meHsieT —-dpi-desync-repeats y BbIbpaHHOW OCHOBbI.

e OBMAH — meHseT  —-dpi-desync—fooling (ts, md5sig, badseq, badsum). Pabotaer, Tonbko
€C/Iv NapaMeTp y>ke ecTb B CTpaTeruu.

e PA3PE3 — meHseT | ——dpi-desync—split—pos (1, 2, midsld, sniext+1...).

e BCE — npoxoanT Tpv npeablAyLimx Mo oYepeau; NyUlinii BapyaHT Kaxaoro Liara CTaHOBUTCS

OCHOBOW CllesyHoLLEero.

OcHoBa — cTpaterua u3 ZAPRET vnan tekct n3 nons CONFIGS. Mpoepka: bbICTPO (no ogHomy caunTy
N3 KaXkaou rpynnbl, 40 BocbMK, 6€3 nuHra) uam NOJIHO (Bce canTbl U NUHT). Yncno BapuaHToBs: 8, 16,

24 vinn 48.

Moka nAET nogbop, 06xos 3anyckaeTcs U OCTaHaBAMBAETCA A/ KaXKAOro BapyaHta — UHTEPHET
MOXET Ha CekyHAbl Nponagatb. PaboTaBwmnm obxog nocne nogbopa Bkaroumtca cHosa. CTOMM

OCTaHaBJIMBaAET NOCae TEKYLLEro BapMaHTa.

Pe3ynbTaTbl COPTUPYHOTCA: HObLLIE OTKPbITbIX CANTOB, NPU PaBEHCTBE — MeHbLUE BpeMs oTBeTa. Y

kaxzgoii ctpoku: B MOJIE, 3ANYCTUTb, CNYXXBOMW, 38é3504Ka. Bce npoBepeHHble BapuaHTbl
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KnagyTca B KW ¢ oueHkou (B pexxume FTOTOBBIE — naTb nyywinx, a He BCe ABaALaTh).

YecTHO npo npegen: nposepka naét no HTTPS-cantam. Nonoc Discord u nrpbl no UDP eto He

NpOBepATCS.

DNS

O6xopa 6eccuneH, noka npoangep noameHset oteeTbl DNS. Pexxnmbl: GOOGLE, CLOUDFLARE,
QUADY, ADGUARD (cepsepbl AdGuard «no ymonyaHuto», | 94.1460.14.14 1| 94.140.15.15 :
3a0HO BNOKMPYIOT peknamy, Tpekepbl 1 GULLNHIOBbIE CalTbl; cepBepbl 6e3 GpUAbTPOB,
9u.140.14.140 v 94.140.14.141 , MoxHO BnMcaTb B8 CBOW) 1 CBOW. MPUMEHWUTb crasut
cepsepsbl (IPv4 1 IPv6) Ha Bcex NOAKNOUEHHbIX aganTepax C BbIXOAOM B MHTEPHET 1 BKAOYaeT
windpoaHme 3anpocos (DoH), ecam Windows 310 ymeet (Windows 11). lMepeg nepBbiM N3MeHeHMEM
cocTtoaHue agantepos coxpaHaetca; BEPHYTb KAK Bbl/10 Bo3BpallaeTt ero TO4HO: 3ajaHHble
BPY4YHyto cepBepbl BepHyTCa (IPv4 1 IPv6 Kaxaoe oTaenbHO), aBTOMatnyeckne CHoBa CTaHyT
aBTOMaTnyeckmmu; 3anucy DoH, koTopbix He 6b110, ByayT yH6paHbl, @ MpexXHWe noayyaTt CBOU
3HaueHuns. Agantep Haxoautca no ero GUID, a He no Homepy. AganTep, NOABUBLUNINCA MeXAY ABYMS
N3MEHEHVAMM, TOXE 3anoMmnHaeTca (CO CBOMM COCTOAHMEM Ha TOT MOMEHT). Ecain uTto-TO He
BEPHY/I0Cb, MPOrpaMmMa roBopuT 06 3TOM 1 OCTaBASET 3TO B PE3EPBHOM KOMUMK: KHOMKY MOXHO HaXaTb
ewé pa3. Owwnbka 3anncm — 310 owmnbka: «DNS n3meHEH» NosBASETCA, TONbKO KOrja ajantep
[EeNCTBUTENIbHO NOKa3blBaeT HOBbIE CEPBEPbI; €CAN He BKAOUMAOCh WindpoBaHmne DoH, ckazaHo 1 06

3TOM.

CBoit1 DNS. B none «Csovi DNS» — ogHa ctpoka: IP-agpeca cepsepos (IPv4 un IPv6) n, ecam Hy>HO,
appec DoH ( https://.. ), yuepe3 npoben nam 3anatyro. Hanpumep: | 1.1.1.1, 1.0.0.1,

https://cloudflare-dns.com/dns—query . Kak 310 noHnmaeTtcs:

Aapec DoH oTHOCKUTCA KO BCEM yKa3aHHbIM cepBepaM — yKa3blBalTe cepBepbl OAHOTO
nposanaepa.
e OawnH agpec DoH 6e3 cepBepoB TOXE rogMTCA: CeEpBEPbI NporpaMmmMa HauAET No ero UMeHu (Mam

BO3bMET agpec, 3anuncaHHbi B caMom agpece DoH).

e Windows ymeet Tonbko agpeca cepepoB 1 DoH; | tls:// , quic:// w sdns:// nporpamma

Ha30BET HEMOAXOAALWMMM U HE MPUMET.

e [lone COXpaHAETCA CaMO, KOoraa Bbl N3 HETO BbILLUN. Hauyann neyatatb — BK/IKOUaAETCA pexmnm

CBOW.

e MPOBEPUTD 3az1a&T Kaxxa0My yKazaHHOMY cepBepy 1 agpecy DoH HacTosLwmin Bonpoc ¢ 3Toro

KOMMNbOTEPA N MOKa3bIBAE€T, OTBEYAKOT JIN OHU N 3a CKOJIbKO. Hwnuero He meHseT, npaea
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aAMUHUCTPaTopa He Hy>Hbl. Monvalymii IPv6-cepBep He cuMTaeTca MONOMKOW: Y MHOTUX CeTel

IPv6 HeT.

Pexxum CBOWM ectb 1 B pasgene CONFIGS cpean pexxumos «DNS nepeg 3anyCcKoM»: 3anunck B KaLLe

XPaHUT CBOU CepBePbI LEJIMKOM U HE 3aBNCUT OT TOrO, YTO B NOae CErogHA.

Ecnn y Bac poytep Keenetic, Bkntoumte B HEM «TpaH3UT 3aNpoCoB».

LISTS

CMNCKWN U3 GITHUB. Zapret 06xoant 610KMPOBKY TONBKO A8 CAUTOB U afpPeCcoB U3 CBOMUX CMUCKOB.
34ecb NOAKNKOYAKOTCA TOTOBbIE BonbLumne cnnckn ana Poccuu; nx nybamkyrot Ha GitHub n o6HoBAastoT
KaXXAblI AeHb WK Yalle, a NporpaMmMa cKkaumBaeT UX NPsMO OTTyAa (TONbKO C

raw.githubusercontent.com ):

Ha6op Yro 310 3anuceit

runetfreedom - ru-blocked- agpeca n3 community.antifilter.download: 3a6nokvnpoBaHHble, 0 okoso 900

community KOTOPbIX COOBLLMNAN NOb30BaATENN

runetfreedom - ru-blocked BCe 3ab10KMpOBaHHble agpeca v nogcetu (antifilter.download) okono 88
ThiCAY

runetfreedom - re-filter (IP) aapeca npoekTta refilter okono 25
ThiCAY

runetfreedom - Telegram, NMOZCETN TPEX CEPBUCOB okono 150

Twitter, Facebook

Discord (noaceTn) ronocosble cepepsbl Discord: itdoginfo/allow-domains u refilter okoso 2 300
itdoginfo - Russia inside [ OMEHbI, KOTOPble HYXXHO 06x0AUTb BHYTpU Poccuu okoso 1200
(AoMeHbl)

Refilter - community nonynsipHble 1 3a6710KMPOBaHHbIE JOMEHbI okono 700
(aomeHbl)

Re:filter - domains_all MOJIHbIV CUcoK gomeHoB re:filter okono 80
(aomeHbl) ThiCcAY

Cnuckm runetfreedom/russia-blocked-geoip o6HoBAsIOTCA pa3 B 6 YacoOB v AenaroTcs u3

antifilter.download w re:filter (GPL-3.0). ¥ aByx 60osbwnx Habopos (ru-blocked n domains_all) B
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noAcKa3ke eCTb npeaynpexaeHmne: OHN AenatoT CMUCKU 3aMETHO AJIMHHEE, a Winws umTaeT ux npu

Ka>A0M 3anycke.

Kak ato pabotaet: usn BKJ1 y Habopa — Becb >ecT. BkatouéHHbIn Habop 3anucbiBaeTca B cnmvcky DPI-
WMHCTPYMEHTOB, BbiOpaHHbIX Uunnamu 3anucbiBaTtb B: (ZAPRET, ZAPRET 2, BYEDPI; no ymonyaHuto
BKIOUEH ZAPRET). Y Zapret oH noxuTca 6710koM mMeXxay ABYMSA CTPOKaMU-MeTKaMM 3TON
nporpammbl ( # >>> Audion DPI Manager: ums | 3anuceit | pata .. # <<< Audion DPI
Manager: ums ): goMeHbl nayT B | list-general-user.txt , agpeca — B HacToAwWwmMN cnncok IPSet

( ipset-all.txt , a noka pexwum IPSet HET nnn BCE — B ero konuto | ipset-all.txt.backup , rae
CNMCOK XAET). Bawm cobcTBEHHbIE CTPOKM PAJOM He TporatoTca HMKoraa, a 6aokun ybuparotca no
MeTKaM: BbIKNHUNAN Habop — dann BepHyaca 6anT B 6anT TaknMm, Kakum 6bi1. Kak 370 ycTpoeHo y

AByx aApyrux DPl-nHcTpymeHTOB — HUXe, B pa3gene «Cnnckun ana zapret2 n ByeDPl».

e Appeca pabortatot Tonbko B pexxume IPSet CMMNCOK. Ceexwnin naket Flowseal ctomt B pexxnme
HET. Koraa Bbl Bk/ItoUaeTe Habop € agpecaMu, a pexxum Apyror, nporpaMmmMa CrnpocuT,
NepekItoUYnNTb 1N ero: pexxum — Ball, 6e3 Bonpoca oHa ero He MmeHseT. [lomeHbl n3 HabopoB

paboTatoT B t06OM pexmme.

e KHonka U y Habopa ckauyMBaeT ero 3aHOBO, 3Ha4YOK PSAOM OTKPbIBAeT peno3untopuit Ha GitHub.
OBHOBWUTb BK/IOYEHHbIE — Bce BrAOUEHHbIE cpasy. Ynn PA3 B CYTKW: noka OKHO OTKPBITO,
BK/IFOUYEHHbIE Habopbl, KOTOPbIM BoAbLe 23 YacoB, CkayMBatoTCA camu (Yepes 25 cekyHA nocne
3anycka, NOTOM nposepka pa3 B yac). CkayaHHOe NpoBepsaeTca NOCTPOYHO (agpeca, MoACeTy,
AOMEHbI), Mycop OTbpacbiBaeTCs; NyCTOM MAN CIOMaHHbIN OTBET HE 3aMeHAET CTapblil CMCOK.

e [locne obHOBNEHMA UM NepeyCcTaHOBKW NakeTa Zapret BKIOYEHHbIe Habopbl 3anNnCbIBalOTCA B

Hero 3aHoBo. [Tocne OBHOBUTb CIMMUCOK IPSET Toxe.

e YBPATb U3 DPI-UHCTPYMEHTOB y6vpaet 13 cnmckos Bcex DPI-MHCTpYMeHTOB BCE, UTO
3anucana Nporpamma, 1 Bblk1to4YaeT Habopbl; caMy Habopbl OCTAOTCA W BKIKOYAKOTCA CHOBA.

e Pepaktop CBON AOMEHDbI Hixe 610KOB He MOKa3bIBAET (B HUX TbICAYM CTPOK) Y MPU COXPaHEHMM
NX COXpaHseT.

e [og umnamm DPI-MHCTPYMEHTOB A8 KaXKAOrO CTOUT CTPOKA «YTO NIEXMNT B €ro CNMCKax cenyac»:

ymcna unTaroTCs U3 camux Gannos, a He BepyTcs M3 TOro, YTO NporpamMmma cobupanach 3anucaTb.

Cnuckum ana zapret2 v ByeDPI. ToT >xe Habop MOXHO 3anucatb 1 B gBa Apyrux DPl-nHctpymeHTa —
BKJIFOUMTE UX UMbl B «3anncbiBaTh B:». DPI-MHCTPYMEHT A0/1KeH ObITb YCTAHOB/IEH; ECAN HET,
nporpamMma Tak 1 CKaXKeT Y HU4ero A8 Hero He npuaymaert (3anuvieT nocae yCTaHoBKM). Y Kaxaoro

DPI-MHCTpyMeHTa CMMCKN YMTaroTCa NO-CBOEMY, MO3TOMY YCTPOEHO Pa3HoeE:
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DPI- Kyaa nuwerca
MHCTPYMEHT
ZAPRET list-general-user.txt | n cnucok IPSet nakerta,

610kaMu Mo MeTkaM

ZAPRET 2 AomeHbl — | Tools\zapret2\lists\list-
user.txt , agpeca —
Tools\zapret2\lists\ipset-user.txt ,
610kaMu No MeTkaM (y zapret2 B cmMckax MOXHO

nncatb KOMMeHTapun # )

BYEDPI Tools\ByeDPI\lists\hosts.txt W ipset.txt ,
LenvKoM 13 3anucei (y ciadpi HeT KOMMeHTapues,

MeTKW B ero darnax ctanm bl «JoMeHaMn»)

Kak ncnoJib3syeTtcs

KaK \ paHbLle; agpeca — TOJIbKO B

pexume IPSet CMMCOK

AOMeHbl paboTaroT cpasy: npoduan
obpasua oTbumpatot Tpaduk no | list-
user.txt . s agpecoB Hy>HbI
npoouam ¢ ——ipset : kHonka
NMPOPUNIUN ANA AAPECOB B pa3agene
ZAPRET 2. winws2 nepeyunTbiBaeT

WN3MEHEHHbIN CMNCOK caM

TONbKO Korga B pasgene BYEDPI

BKJIFOUEH PEXUM «NO CrNCKam»

VimeHa, koTopble ciadpi He MOHMMaeT (Hanpumep, ¢ NnogyYépknBaHmem), B dann ByeDPIl He nonagatorT:

MX YMCNO NporpamMma HasbiBaeT. [lycton dann  ipset-user.txt y zapret2 o3Hauan 6bl «i060M

aApec», MO3TOMY B HEM BCerga ocTaércs oaHa 6e3onacHas cTpoka 203.0.113.113/32 —kaky

pexwuma HET B Flowseal.

CBOU CINMNCKU - UMIMOPT U SKCIOPT.

e UMMOPT ®AUJIA... b6epér pavn .txt , .lst, .csv (no3anucu B cTpoke, # —

KOMMEHTapWi) AW apxumB, coxpaHEéHHbIN kHomnkow SKCIMOPT BCETO. Yto BHYTpM — agpeca nau

AOMEHDbI, NporpamMMa onpegendaeT cama. CTpOKI/I, KOTOpPbIE HE agpeC N HEe JOMEH, OT6paCbIBaI-OTCF| n

noacynTbiBatOTCA. dann c TeM e MMEHEM 3aMeHsAeT I'IpG)KHVII‘/II CrnCOK.

e BCTABUTDb N3 BY®DEPA senaeT 1O Xe ¢ TekCcToM 13 bydpepa obmeHa (cnvcok «3 bydepa»).

e JKCIOPT IP... coxpaHseT B TEKCTOBbIA Gain BCe agpeca U NOACETU BKAOUYEHHbBIX HABOPOB, No

OZAHOMY B CTPOKe, — YTOObI B3ATb UX B APYryt0 MPOrpaMmy.

e JKCMOPT BCErlO... coxpaHseT apxvB  .zip : Bce Habopbl C COAEP>XKMMbIM M TPU BaLLMX CIMCKa U3

naketa Zapret (6e3 610koB HabopoB). TOT e apxu1B Bo3BpallaeTca kHonkoii VIMMOPT ®AIJIA, Ha

APYroM KOMMbHOTEPE TOXE!: Ha60pbl 3aMeHArTCA OAHOI/IMéHHbIe, Balln CMCKWM NMakeTa C/IMBaArOTCA

NOCTPOYHO C TEMWU, YTO TaM €eCTb.

3anucu NPOBEPAKOTCA TaK: agpecC — 4YeTblpe Yncaa Yepe3 TOUKY Uan IPv6, ,D'.HI/IHOI‘/JI MacCKn nnn 663,'

oTbpacbiBaroTca /0, 0.x.x.x , 127.x.x.Xx , 224 v Bbiwe (OT HUX B ipset oanH Bpea). JoMeH — nmsa
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C TOYKOW; PErUCTP,  *. U1 TOYKM MO Kpasam ybuparotcsa. Habopbl xpaHATca B

config\history\lists\ .

Ceowu cnuckm Flowseal: CBOU AOMEHDI ( list-general-user.txt ), UCKJIOYEHUA, IP-
NCKNHOYEHUA — pepakTnpytoTtca; ocTanbHble NexaT B nakeTe v OTKPbIBAOTCA TONbKO A8 YTEHUA.
MpocMOTp HMKOrAa He CO34aéT GpaloB: HECYLLECTBYHOLLNI CBOM CMNCOK NMOKa3blBaET TEKCT, KOTOPbIN

co3pan bbl | service.bat |

IPSET. OBHOBUTb CMMNCOK IPSET ckaunBaet cBexxuii  ipset-all.txt (Habopebl c agpecamu nocne

3TOro 3anMncCbiBatOTCSA B HEFO 3aHOBO).

HOSTS. ®ain hosts unHnT Be6-Bepcuto Telegram n ronocosown yat Discord. TIPOBEPUTb cpaBHuBaet
ero c atanoHoM Flowseal; BAMTUCATb B HOSTS ponuceiBaeT 610K MexXay ABYMS CTPOKaMU-MeTKaMm
3TOW MporpamMmsl (Nepeg 3TnM genaetcsa konua B | . _runtime ); YBPATb BJIOK y6upaet nmeHHO Haww

610K MO MeTKaM, OCTa/ibHOe He TporaeTtcs.

XYPHAN

XKunBown xypHan DPI-MHCTPYMEHTOB: CTPOKM, KOTOPbIe NeyaTatoT  winws.exe , winws2.exe u
ciadpi.exe , korga nporpaMma Mx 3anyckaeT, n cObbITMA MX 3amycka U OCTaHOBKW, C CAMOro 3anycka
nporpammbl. 3T0 XypHaa HuxHen naHenn (Ctrl+J), pazobpaHHbin no DPIl-nHcTtpymeHTam: umnel BCE,
ZAPRET, ZAPRET 2, BYEDPI. Pa3zgen oTkpbIBaeTCA Ha Ymne MHCTPYMEHTA, BbIBpaHHOro BBEPXY.
MANAGER noka3sbiBaeT >XypHas, kotopbii ByeDPI Manager Beaér B cBoém dainne
( Tools\ByeDPI\logs\bdmanager_pgaTa.log ), No mepe pocta. C/IEANTb npokpyumBaeT K HOBbIM
ctpokam, KOTMMPOBATb knagét nokasaHHoe B 6ypep obmeHa, OYNCTUTb SKPAH onyctowaet skpaH
(darnbl ocTaroTcs), DAV XXYPHANA oTKpbIBaeT ¢aiin 3a AeHb B baokHoTe. BbiBO, Cy6bi 1

nporpamm, 3anyLLeHHbIX He U3 3TOro OKHa, MpounTaTh Henb3a: Windows ero He BbIAaET.

DIAGNOSTICS

MyHkT Run Diagnostics n3 | service.bat Tabauuen: cnyxba Base Filtering Engine, cuctemHbi
npokcu, metkn BpemeHn TCP, Adguard, Killer, Intel Connectivity, Check Point, SmartByte, davinbi
obxoza (aHTMBUMpYC YacTo youpaet apansep), VPN, 6e3onacHbin DNS, hosts, nyTe ¢ kupuannuen nam B
OneDrive, avwHun apansep WinDivert, cny>xc6bl gpyrnx o6xo0B. 3e1€HbIN — B nopazke, ronybomn —
COBET, AHTaPHbIN — 3aMeyYaHue, opaHXXeBbIi — npobsema. l4e nporpaMma ymeeT NCNpaBuUTb —
psgoM kHonka. OMUCTUTD K3LLU DISCORD 3akpebiBaet Discord v yaanseT ero k3w (BXOAUTb 3aHOBO

He Npuaértca).
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[MpocMOTp HNYero He MeHseT. EAMHCTBEHHOE UCKIIFOUYEHME TO Xe, YTO Y | service.bat : meTku

BpemeHn TCP nporpamma BkAtOYaeT cama npw 3anycke obxoga.

ZAPRET 2

Bropoe nokoneHne DPI-nHcTpymeHTa oT bol-van: ctpaternm — nporpamMmmsbl Ha fi3bike Lua, winws2.exe
nmwb nepexsatbiBaeT Tpaduk. UPDATE (nnn YCTAHOBUTD B pa3gene) ckaumBaeT pesvs 1 6epér uns
Hero ans Windows Tonbko Hy>Hoe: winws2.exe , gpariBep WinDivert, lua\ , files\fake\ ,
obpasubl dunbTpoB. Bcé nexut B | Tools\zapret2 . OBHOBNEHNE NPOBEPAET apXMB M pacnakoBbiBaeT
ero pasoM, 3ateM ybrpaeT cTapoe B CTOPOHY W KNafET HOBOE; ecn Gaisl 3aHAT, MPEXHAS BepCus
BO3BpaLLaeTcs Lesmkom. Pagom ¢ kHonkon yctaHoBku ctoaT OTK/TKOUYNTb, OCTAHOBUTb
APAVBEP, YAANTIUTb APAVBEP (apamBep WinDivert o6wwuin ¢ Zapret) n YAAJIATb ZAPRET 2:

nanka Tools\zapret2 ctupaercs BmecTe co cnuckamu, npecet B config\zapret2 ocraércs.

FoTtoBbix cTpaternin ana Windows B penvse HeT. 3aecb oanH MPECET — npumep «http, https, quic» 13
AOKYyMeHTauum zapret2 — B none, KOTOPOe Bbl NpaBuTe; OH paboTtaeT no cnucky gomeHos A OMEHDI
(n3HavanbHO YouTube 1 Discord). Habopsl ¢ GitHub (pa3aen LISTS, uun ZAPRET 2) gonucbiBaroTca B

3TOT Gain 610KaMu: 34ech Bbl BUAUTE M NPaBUTE TONbKO CBOU CTPOKMW.

Yun MPOPUNIUN ANA AAPECOB pobaBnseTt K KaxaoMy npoduato npeceta, KOTOpbI oTbupaet
Tpaduvk no | list-user.txt , Takon xe npodunb no lists\ipset-user.txt — tyaa LISTS knagér
aapeca Habopos. Konuu CTOAT NOcC/ie OPUTMHANOB: UMSA U3 CNUCKa AOMEHOB CU/IbHEE, a aApec NOBUT
1O, y uero umeHu Het (QUIC, 3BoHkM). KonnpyeTca Tonbko npoduabHas yactb ( ——filter-.. , ——lua-
desync ...), obwwme napameTpsbl ( ——lua-init , —--blob , ——wf-.. ) ocTatoTCcs B O4HOM 3K3emnaspe.
MNpeceT coxpaHAeTca cpasy; BbIKNKOYMAN YN — KONUKM yOpannce, npeceT BepHyaca 6ant B 6anT.
MPOBEPUTb nokaxceT KOMaHAHYO0 CTPOKY 1 HegocTarowme bannibl. | %Z2% B TeKCTe — nanka
Tools\zapret2 . START 3anyckaeT winws2.exe C NpeceToM 13 Nons (faxke He COXPaHEHHbIM;
coxpaHsieTca npwu 3anycke). Moabop cTpaternn ana zapret2 — BpyuHyto: blockcheck?2 B penvze ans

Windows He nocTtasadaercs.

BYEDPI

UPDATE crasut naket ByeDPI Manager «All in One» B | Tools\ByeDPI : OKHO ynpaBaeHus,
ciadpi.exe , ProxiFyre n yctaHoBLmKM 3aBUCcMMoOcTen. Hactporkmn Manager ( config ) n cnmckm
nposepku ( proxytest ) npy o6HOBAEHUN He 3aTparvBatoTCsA. ADXMB CHayana NpoBepsAeTca 1
pacnakoBbIBaeTCs PAAOM; 3aTeM dalsibl 3aMEHAIOTCA, @ eC/IN KakOW-TO 3aHAT APYrov NporpamMmmon, Bcé
BO3BpaLLaeTcs Kak 6bl10 1 Bepcus OCTaéTcs npexkHen. Pagom ctost OTK/TOYUTb n YAAJIUTD

BYEDPI: nogkntoueHre CHUMaeTCa, CUCTEMHbIN NPOKCK BO3BpaLlaetcs, okHo Manager n ProxiFyre n3
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3TOW nanku 3akpbiBaroTcs, nanka Tools\ByeDPI  ctupaetca. [Apansepa y ByeDPI HeT (310 npokcwn);
Windows Packet Filter n3 nanku redist , ecam Bbl cTaBuan ero ans ProxiFyre, octaérca B Windows —

€ro CHMMakrT B <<|_|pI/IJ'IO)KeHI/IFIX».

OTKPbITb MANAGER 3anyckaeT ero okHo (noabop crpaterunu, pexxum ProxiFyre ans otaenbHbIx
nporpamm). SABUCUMOCTMU oTkpbiBaeT nanky redist — Windows Packet Filter n Visual C++ 2022

HY>KHbI TONIbKO Ana ProxiFyre.

MNOAK/TKOYEHUE — npocToe: ciadpi.exe Ha 0KaAbHOM MOPTY MAKOC CUCTEMHbIV MPOKCH
Windows ( socks5://127.0.0.1:nopt ). B3ATb N3 MANAGER 6epét napameTpbl 1 MOPT M3 €ro
HacTpoek. [Tpn OTKAOUEHNN NPEXHUI NPOKCK BO3BPALLLAETCA, €C/IM 3a 3TO BPEMSA €ro He U3MeHMa
Aapyras nporpamma. Ctpatervsa no ymonyanmio — | —dl —d3+s -s6+s -d9+s -sl2+s -d15+s -
s20+s —-d25+s -s30+s -d35+s -rl+s -S -al -As -dl -d3+s -s6+s —-d9+s -sl2+s —-d15+s -
s20+s -d25+s -s30+s —d35+s —S -al : gBe rpynnbl pa3pe3os u disorder no SNI, BTopas (nocne -
As ) pabortaert, koraa nomaetca TLS. =S (md5sig) ectb TonbKO B Linux, noatomy nporpamma ybupaet
€ro 13 KOMaHAHOW cTpokn — Tak genaet u ByeDPl Manager B Windows. ®anin HacTpoek, rae eé
CTOUT YMOYaHME MPEXHNX BEPCUM, MONYyYaET HOBOE; CTpaTerns, KOTOPYHO Bbl HaNMcaamn camu, He

Tporaetcs.

Mo CrMMCKAM — BblIK/1, 1O AOMEHAM, NO AAPECAM. ByeDPI ymeeT orpaHnumnTb cTpaternio
cnuckom:  ——hosts hain (TONbKO 3TN JOMEHbI, MOAAOMEHbI YUNTbIBAOTCA) UAM  ——ipset dain
(TONbKO 3TK agpeca); ocTasbHON TpadmK NAET Kak ecTb. Cnnckm — Habopsbl 13 LISTS (umn BYEDPI):
dannbl | Tools\ByeDPI\lists\hosts.txt v ipset.txt . Kak nporpamMma BCTaBaseT orpaHuyeHue:
ciadpi geant napameTpbl Ha rpynnbl NO KaXaomy  ——auto ( —A ), U YCIOBMA NPOBEPAIOTCA B KaXAOW
rpynne oTaensHo, nostomy —-hosts / ——ipset cTaBMTCA B Hauano KaXKAOM rpynnbl — MHaue
rpynna 6e3 orpaHuyeHna npogoaxana 6ol paboTatb A1 BCcex cantos. CTpaTtervs, y KOTOpOu yxe ecTb
cBov ——hosts / ——ipset , OCcTaércs Kak Bbl €€ Hanucann. JoMeHbl N agpeca BMECTe He
COBMELLAIOTCA: YCI0BMA B OAHOW rpynne CKaaablBatoTca no «W», Tak Uto pexnm BblbnpaeTcs oauH.
Ecnn ans pexxuma HeT HM OAHOWM 3anmncK, MOAKAOYEHNE He 3amyCcKaeTcs U roBOpuT noyemy (ciadpi ¢
MyCTbIM CMIUCKOM He npuMeHu 6bl Huyero). KOMAH/AA nokasbiBaeT UTOTOBYHO KOMaHZAHYH CTPOKY U

Haxo4nT NOMeXKn, HNYero He 3anyckas.
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KomaHaHas ctpoka

[lBe komaHapbl paboTatoT 6e3 OkHa, AnA cbopLimka penrsa (npaBa agMUHUCTPATOPa MM He HY>KHbI,
3anpoca UAC HerT; Koz 3aBepLueHns 0 — BCE, Yto npocman, caenaHo, 1 — 4To-TO He BbIWNO, 2 —

KOMaHAa He MoHATA):

e App\AudionDpiManager.exe —-install-apps [all]|zapret|zapret2|byedpi] [-—force]
CTaBWUT TO, UTO cTaBAaT KHonku UPDATE: nakeT Flowseal B | Tools\zapret—-discord-youtube |,
zapret2 B| Tools\zapret2 , ByeDPl Manager B | Tools\ByeDPI . be3 | -—force — TO/IbKO TO, Yero

HEeT NN 4YTO BbILLJIO HOBeEE.

e | App\AudionDpiManager.exe —-reset-apps BO3BpaLLaeT yCTaHOB/IEHHbIE NMPUNOXEHNSA K UX
COHBCTBEHHOMY YMOAYaHWIO: 610KM 3TOM Nporpammbl B cnnckax Flowseal, cobcTBeHHbIe CUCKM | %—
user.txt wn ¢unbTp mrp Flowseal, gBa cnucka zapret2, davnbl cnnckos ByeDPI, dannbl xxypHanos.
Camuv npuaoxeHns ocTatoTca. TONbKO TO, YTO NIEXUT B nanke npoekTa: nakeT Flowseal, Ha koTopbIN
yKa3bIBatOT HaCTPOWKMN BHE NpoekTa (MK CCbiaka Ha APYryro narky), He TPoraeTcs; CCbIKM
(junction) BHyTpu naketa —  lists , utils — ToXe He 0BXOAATCA: OUMCTKA UX Ha3bIBaET U

nponyckaer.

B c6bopwmke 310 war | [06] INSTALL APPS daiina builder_main.cmd v nepBoOe, YTO Aenaet
cleanup_project.cmd ; uncrka eweé ybumpaet | config\settings. json  (nporpamma ctapTyeT no
YMOJTYaHMIO: PYCCKNIN A3bIK U TEMHAs Tema), UICTOPUIO, XXypHabl U nanku c6opkn. Hn ogHa n3 KoMaHz

He cobupaeTt NporpaMmmy, a YNCTKa HAYErO He CTaBWT.

ByeDPI: napameTtpbl n HacTtpoikmn Manager

MAPAMETPBbIL... oTKpbIBaeT CNMCOK BCex NapamMeTpoB ciadpi.exe Mo rpynnam ero pykoBOACTBa
(noaknroYeHne, orpaHnyeHne o6aacTy, aBTOMaTUYECKMI PEXNM, NPUEMbI 06X0aa, ToNbKO Linux): y
KaXaoro KkpaTtkoe nosicHeHune n kHonka BCTABUTD, kotopas ctaBuT rotoBbiv WabaoH napameTpa B
KOHeL, nons napamMeTpoB. [1onck cy>aeT CNMCoK Mo Ha3BaHWIO UKW C1oBY. [lapaMeTpbl, KOTOpbIe ecTb
TO/IbKO B Linux, TOXe noka3saHbl, C MOMETKON «He aencTByeT Ha Windows»: nporpamma ybupaet vx us

KOMaHZAHOM CTPOKM, Kak 3To genaeT ByeDPl Manager.

HACTPOMKWM MANAGER nokasblBaloT 1 MeHsHOT dann HacTpoek ByeDPl Manager

( Tools\ByeDPI\config\settings.json ), Te e, UTO Ha BKNajKax ero OKHa: MapLupyTM3aLmio
(BblKJ1, PROXIFYRE, CUCTEMHbI MPOKCW), LAN, cnncok nporpamm ans ProxiFyre (B cTpoke nms
npoLiecca, exe Uan nanka; KHomnKu OANN... n NATKA... 106aBAAKOT UX) U NOBeAeHUe OKHa
(nogknroyaTbCsa NpW 3anycke, 3anyckaTb CBEPHYTbIM, cBOpaymBaTh B Tpen). COXPAHUTb B MANAGER
MULLIET TONbKO 3TW KJIOUM, OCTaNbHOE B darine (A3biK, ropaYvasn knaBuLla, UCTOpUA CTpaTernii) ocTaérca.

OTAATb B MANAGER B kapTOuKke NOAKNHOUYEHMS 3aN1CbIBAET B TOT XXe dalin napaMeTpbl U NOPT U3
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nonen, B3ATb U3 MANAGER genaet obpatHoe. Manager untaet Gann npwv 3anycke v nueT npu
3aKpbITMM, MO3TOMY MPW COXPAHEHUN 3A4EChb €ro OKHO AOJIXKHO BObITb 3aKPbITO: MOKa OHO OTKPbITO,
nporpamma nucatb oTkasbiBaeTtca. [ogkntoueHne 3Toro pasgena HacTpoOMKM MapLUpyTU3aLmm He
MCronb3yeT; 3anyck nporpamm vepes ProxiFyre, nogbop ctpaternin n aBroszanyck ¢ Windows genaet
camo okHO Manager (OTKPbITb MANAGER).

Yto nporpamma MmeHAeT Ha MalunHe

e 3anyckaeT 1 ocTaHaBAMBaeT | winws.exe / winws2.exe /| ciadpi.exe .

e CraBuT 1 cCHUMaeT cnyxby zapret , octaHaBavBaeT n yaanseT gpansep WinDivert (no kHonkam).

CTupaet nanku ycTtaHOBAEHHbIX MHCTPYMeHTOoB (kHonku YAAJINTb, nocne Bonpoca).
e Bknrouaet MeTkun BpeMmeHn TCP ( netsh interface tcp set global timestamps=enabled ).

e MeHset DNS agantepos (pa3gen DNS) n cuctemubii npokcu (BYEDPI — MOAKTHOYNTB). O6a

BO3BpaLaroTCA KHOMKaMu.

e [lonucbiBaeT 610k B hosts (LISTS — 3AMWCATb B HOSTS) nocne konuu; 610k ybrpaetcs
KHOMKOMW.
e 3anucbiBaeT BKAOYEHHble Habopbl CMNCKOB B CMMCKM BbibpaHHbIX DPI-nHcTpymeHTOB (LISTS —
CMNNCKWM N3 GITHUB — «3anucbiBaTh B»): y Zapret 1 zapret2 610kaMy MeXay CTpOKaMu-MeTKamu
( list-general-user.txt u cnucok IPSET naketa; Tools\zapret2\lists\list-user.txt wu
ipset-user.txt ), y ByeDPl — cBoumu pannamm | Tools\ByeDPI\lists\hosts.txt wu
ipset.txt . baoku ybupatorca no metkaMm. Pexxum IPSet MeHseT TOAbKO C Ballero coriacus;
npecet zapret2 meHsaeTca Tonbko kHonkou MPOONT ANA AAPECOB, a pexum «no cnuckam»

ByeDPl — Tosbko Bawwmm BbIGOpOM.

e Ypanset kaw Discord n cnyx6bl Apyrnx 06xo40B — TONbKO MO CBOMM KHOMKaM 1 Nocie Bonpoca.

Bcé 310 3anumcbiBaeTca B XXypHan. Huuero He 3anyckaetca no pacnucaHunto Windows. B cetb
nporpamMma obpallaeTcs TONbKO 3a BEPCUAMU, peansamm u cnmckamm Ha GitHub n — no Bawen
kHonke MPOBEPUTb B pa3gene DNS — k cepBepam, KOTOpble Bbl caMu yka3anu. Pa3 B cyTku, noka
OKHO OTKPBbITO, OHa 3aHOBO CKayvBaeT BKAHOUEHHbIe Habopbl cnuckos; unn PA3 B CYTKWU B LISTS ato

BbIK/TFOYaeT.

Fae uto nexkur

e Start.exe — App\AudionDpiManager.exe — nporpamma.

* Tools\zapret-discord-youtube — naket Flowseal (manky MoxHo BbIbpaTh Apyryto; nanka c

TakUM UMEHEM B KOPHe, rae eé gepxkanun Bepcum Ao 1.6.0, ncnonb3yetcs, moka HOBOE MeCTo
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nycTo).
Tools\zapret2 , Tools\ByeDPI — cTaBATCA pa3jenaMu No KHOMKe.

config\settings.json — a3bik, Tema, wpudT, nanka Zapret, ceonn DNS. | config\history\ —
Kaw koHurypaumm, konun DNS n npokey; | config\history\lists\ — Habopbl cnnckos
(noAnuncaHHble TEKCTbI U | sets. json C nepekatoyvatenamu).  config\zapret2\preset.txt —

Baw npecet. LICENSE wn NOTICE — nuueH3na 1 yBejoMIeHMeE.

._runtime\ — >ypHanbl, cka4yaHHoe, K3 oTBeToB GitHub, konuu hosts.

JInueHsna n ToBapHbIN 3HaK

Audion DPI Manager © 2026 Tensionix pacnpocTtpaHsetcs no avueHsnn Apache License 2.0 (MoaHbIl

TekcT — dann | LICENSE , yBegomneHve — NOTICE ; o6a OTKpbIBatOTCA KHOMKaMu B pasgene ABOUT).

«Audion» 1 3Hak Audion — ToBapHble 3Haku aBTopa: AnueH3nsa Apache 2.0 (pa3gen 6) He gaét npaea

MCNONb30BaTb 3TO Ha3BaHWME U 3HAK, M KOMUA UAN M3MEHEHHAas BepCcua nporpaMmbl HE AOJ>KHa

BblgaBaTtbca 3a Audion. Yyxue nporpammel (Flowseal, zapret2, ByeDPI, WinDivert) n nx cnmckm

ckaumBaroTca ¢ GitHub no Balen KHomMke 1 OCTatoTCA CO CBOMMU INLEH3UAMM.

Ecam uto-10 He Tak

«Mporpamma 3anyuweHa 6e3 npaB agMUHUCTPaTOpa». 3aKPoWTe OKHO 1 3anycTuTe Start.exe.

0O6x0p4 3anycTU/ICA U cpa3y OCTaHOBUJCA. B XXypHane — npuunHa: yalle HeT paiina cnmcka uim

aHTMBMpYyC yopan gpaneep. DIAGNOSTICS nokaxeT BTOpOe.

ApaiiBep He Bbirpy>kaetcs Nnpu o6HOBNEHUN. 3aMeHa CTaBUTCS Ha CNeAyHoLLYLO 3arpy3Ky

Windows; nepesarpysutecs.
Hwuuero He oTkpbiBaetca nocne cmeHbl DNS. DNS — BEPHYTb KAK BblJ/1O.

AnTUBUMpYC pyraerca Ha WinDivert. 51o noxHoe cpabatbiBaHue; gobaBbTe nanky Zapret B

NCKNHOYEHNA.
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